eduhealthsci: 10.22034/edus.2025.546218.1016

¥

New Approaches in yﬁé@%‘%@%
Educational Management and Health Sciences {"' Ay> ?‘,
I *
eyt S

Journal Homepage: https://www.eduhealthsci.ir/

Cybercrimes in the Healthcare Sector: An Analysis of Unauthorized Access to

Maryam Tahriyan !

Patients’ Sensitive Data

, Fatemeh Fathi Ziny 22/, Seyyed Amirhossein Nurbakhsh 3=

1. Department of Private Law, Behshahr Branch, Islamic Azad University, Behshahr, Iran.
E-mail: tahriyanmarryam@gmail.com

2. Department of Private Law, Behshahr Branch, Islamic Azad University, Behshahr, Iran.
E-mail: fatemeh.fathii89@gmail.com

3. Corresponding Author, Department of Private Law, Behshahr Branch, Islamic Azad University, Behshahr, Iran.
E-mail: www.amir.hosein.2073@gmail.com

Article Info

ABSTRACT

Article type:

Research

Article history:
Received:
24 Sep 2024

Received in revised form:

11 Nov 2024
Accepted:

07 Dec 2024
Published online:

31 Jan 2024

Keywords:

Cybercrime,
Healthcare,
Crime.

Introduction: The digitization of medical records has increased the risk of
unauthorized access to patients’ sensitive data, posing a significant challenge in the
field of healthcare cybercrime. Therefore, this study aimed to investigate cybercrimes
in healthcare, focusing on the analysis of unauthorized access to patients’ sensitive
information.

Methods: This study employed a qualitative—analytical approach to examine the
types of unauthorized access, intrusion methods, and their legal and security
implications. Data were collected from scientific articles, reports from healthcare
organizations, and real case files, and were analyzed using content analysis.
Results: The findings indicate that security vulnerabilities in health information
systems and legal shortcomings are the main factors contributing to such crimes. The
results can inform the development of policies and strategies to prevent unauthorized
access.

Conclusion: Protecting patients’ privacy and data in the digital era requires the
establishment of a resilient security ecosystem. This ecosystem should be built on
three pillars: smart and dynamic laws and regulations that keep pace with
technological advancements; robust technical and managerial infrastructures that
safeguard data against attacks; and, most importantly, a knowledgeable, responsible,
and committed workforce that bridges the first two pillars and serves as the primary
line of defense.
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Introduction

The ongoing digital transformation of healthcare systems has fundamentally altered the way patient data is collected,
stored, and managed. Electronic health records (EHRs) and other digital health information systems have brought
numerous benefits, including enhanced accessibility, improved patient care coordination, and streamlined clinical
workflows. However, this digitization has also created new vulnerabilities, exposing sensitive patient data to unauthorized
access and misuse. Cybercrimes targeting healthcare data have become a critical issue worldwide, as unauthorized access
to personal health information can result in severe consequences, including identity theft, financial fraud, reputational
damage, and even endangerment of patient safety. Healthcare data is inherently valuable because it contains detailed
information about an individual’s medical history, treatments, genetic information, and insurance details. Unlike financial
data, which can often be reversed or compensated in case of theft, breaches of healthcare data have long-lasting
implications, as medical information is permanent and irreplaceable. The prevalence of cyberattacks in healthcare
highlights the urgent need to understand the mechanisms through which unauthorized access occurs, identify the
vulnerabilities in existing health information systems, and examine the legal and regulatory gaps that exacerbate these
risks. Recent studies indicate that healthcare institutions are increasingly targeted due to the combination of high-value
data, often outdated IT infrastructures, and insufficient cybersecurity awareness among staff. Intrusion methods vary
widely, ranging from phishing and malware attacks to insider threats and exploitation of system misconfigurations.
Furthermore, inconsistencies in national and international legislation, as well as fragmented regulatory enforcement, often
leave healthcare organizations inadequately protected against cyber threats. Understanding these dynamics is crucial for
designing preventive strategies, strengthening security protocols, and safeguarding patient privacy. The primary objective
of this study is to analyze cybercrimes in the healthcare sector, focusing specifically on unauthorized access to sensitive
patient data. By examining documented cases, relevant literature, and reports from healthcare organizations, this study
aims to provide a comprehensive understanding of the factors contributing to such crimes and their broader implications.
The insights gained are intended to inform policymakers, IT professionals, and healthcare managers about effective
approaches to enhance cybersecurity measures, align organizational practices with legal frameworks, and ultimately
protect patient data in an increasingly digitalized healthcare environment.

Methods

This study employed a qualitative—analytical approach to examine the types of unauthorized access, intrusion methods,
and their legal and security implications. Data were collected from scientific articles, reports from healthcare
organizations, and real case files, and were analyzed using content analysis.

Results

The findings indicate that security vulnerabilities in health information systems and legal shortcomings are the main
factors contributing to such crimes. The results can inform the development of policies and strategies to prevent
unauthorized access.

Conclusion

The findings of this study underscore that the protection of patient privacy and sensitive health information is a
multidimensional challenge that requires a holistic, proactive, and resilient approach. Cybercrimes in healthcare are not
merely technological issues but intersect with legal, organizational, and human factors. Security vulnerabilities in
electronic health records, outdated software systems, and insufficient access controls are significant contributors to
unauthorized data access. Simultaneously, gaps in legal frameworks, inconsistent regulatory enforcement, and limited
awareness of cybersecurity best practices amplify the risk of data breaches. Addressing these challenges requires the
development of a robust security ecosystem that integrates technological, legal, and human-centered solutions. On the
technological front, healthcare institutions must adopt resilient IT infrastructures equipped with advanced threat detection,
encryption protocols, multi-factor authentication, and regular vulnerability assessments. These measures are essential to
protect data against evolving cyber threats and to ensure system integrity. From a legal and regulatory perspective, the
creation of adaptive and dynamic policies is crucial. Laws and regulations must evolve in parallel with technological
advancements, providing clear guidance on data protection, accountability, and enforcement mechanisms. Harmonization
of international standards, cross-border cooperation, and stringent compliance requirements can help mitigate legal
ambiguities that often leave healthcare organizations exposed to cyber threats. Equally important is the role of human
capital. Healthcare professionals, administrators, and IT staff must be continuously trained to recognize cyber threats,
understand best practices for data security, and adhere to institutional policies. Awareness and accountability are critical,
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as human errors and insider threats remain leading causes of unauthorized access. Cultivating a culture of cybersecurity
within healthcare organizations ensures that technology and policies are complemented by informed, responsible, and
vigilant personnel. Ultimately, a resilient healthcare security ecosystem relies on the synergistic interaction of technology,
law, and human expertise. By prioritizing these three pillars—robust technical infrastructures, adaptive regulatory
frameworks, and knowledgeable personnel—healthcare organizations can significantly reduce the risk of unauthorized
access, protect patient data, and maintain trust in digital health systems. The implications extend beyond compliance,
highlighting the ethical responsibility of safeguarding patient privacy and the critical importance of cybersecurity in
modern healthcare delivery.
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